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IncreasingIncreasing
regulationsregulations

Increased Increased 
complexity due complexity due 
to globalisationto globalisation

New New 
technologiestechnologies

IntegrityIntegrity --
driven driven 

performance performance 
expectationsexpectations Increased Increased 

demands from demands from 
stakeholdersstakeholders

Transparency Transparency 
and and 

accountability accountability 
demandsdemands

Ethical and Ethical and 
financial financial 
scandalsscandals

Increased Increased 
competitive competitive 
pressurespressures

GovernanceGovernance

Risk andRisk and

ComplianceCompliance
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 GRC

� Active compliance with numerous regulations

� Better Risk Management

� Improve operational management , performance 
and disciplines

� Improve accountability

� Align  strategies to improve better results
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Governance, Risk & Compliance (GRC)

� 1962 - Concept of risk management takes hold

� 1992 - COSO audit process

� 1995 - Enterprise-wide Risk management

� 2002 - Sarbanes c Oxley

� 2004 c COSO ERM

� 2005 - New Federal sentencing guidelines

� 2008 - Emergence of GRC model

6

GRC  (�,
2E(�8��

� Governance

� Strategy

� Risk Management

� Audit

� Legal

� Supply Chain

� Business Continuity

� Compliance

� Information 
Technology

� Ethics / Corporate 
Responsibility

� Quality

� Human capital
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High-Performance

EFFECTIVE

EFFICIENT RESPONSIVE

O  U  T  C  O  M  E  S

ACTIVITIES

EFFECTIVE
• Design Effectiveness – Is the system is 

logically designed to meet legal and other 
defined requirements?

• Operating Effectiveness – Does the system 
operate as designed?

EFFICIENT
• Financial Efficiency – How much financial 

capital is required?

• Human Capital Efficiency – What type and 
level of individual(s) are required?

RESPONSIVE
• Cycle Time – How much time does it take?
• Flexibility / Adaptability – Can the system 

adapt to the changing environment including 
new requirements and/or new business units?
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Governance, Risk, and Compliance (GRC) At-a-Glance

CultureCulture

GovernanceGovernance

R
isk

R
isk

C
om

pl
ia

nc
e

C
om

pl
ia

nc
e

Governance

Set and evaluate 
performance against 
objectives

Authorize business 
strategy & model to 
achieve objectives

Risk Management

Identify, assess, and 
address potential 
obstacles to achieving 
objectives

Identify / address 
violation of mandated 
and voluntary 
boundaries

Culture
Establish an organizational 
climate and individual 
mindset that promotes 
trust, integrity, and 
accountability   

Compliance

Encourage / require 
compliance with 
established policies 
and boundaries

Detect non-
compliance and 
respond accordingly
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1.Governance :
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2.Risk Management :
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3.Compliance :
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GRC =
ก(
��>�+)=

���ก���ก���	�
�������������������ก�������ก����	������	� 
�����������������ก�����ก�� ���� (Governance) �!��ก�
ก��"�ก��������"���#���� (COSO – ERM)  ��" �$�
���%ก� �	�ก���"�&��"���#����!��ก��ก����'�� ( ��	�ก)������
�&ก ��� ก���*��ก���+,�� ������ก��!-$��	�ก�� ก�ก��#�����&��'�
�.�����'�������#� /�0�.���ก����%ก� 

Governance Risk Compliance

Policy and Procedure 
Management

Risk assessment Compliance 
Management

Document 
Management

Accident and Incident 
Management

Fraud

Internal Audit Continuous Control 
Monitoring

Training

BUSINESS PROCESS MANAGEMENT

REPORTING AND ANALYSIS 12
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COSO 2 :      ERM

GRC COSO 2   Model

KEY  
LINKAGES

Governance Objective   and 
Risk Appetite

Risk management

Risk management Risk Response 
and    Control 
ActivitiesCompliance

14
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�+;1(2ก
�  GRC �	2  6783.&,.-0�>#ก.&/�M8
�
1.ก�(ก��ก��=7�	ก)�ก�( +@2ก((,ก�( 

2.ก�(ก��*>=ก	/<34; IK�/��=ก�( CEO

3.ก�(�()*�(+��,#-.&/� RMC, CRO

4.ก�(�(��-
� CAE , Audit Com. , Audit Firm

5.ก�(ก��ก��กB*,�/ 3.&1(Gก�� IK�/กB*,�/

6.ก�(ก��ก��ก�(1x)���)
��,กB#ก@y; 3.&1(Gก�� CCO CMC
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7.  IT Governance CIO,  ITCom.

8.+��,(��6)=9
�3��-��+,
�((/��((@ C Ethical Officer, CREO

9. ก�(�()*�(+<@5�$      Quality Professionals 3�&�3�r�
�+;ก(

10 .ก�(ก��ก���<+	�ก( +@2ก((,ก�(�(���>-�,$�>4; IK�/$>�ก��>
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Transformational Opportunity

Current State 

• Managed in silo’s

• Mostly reactionary

• More projects than 
programs

• Handled separately 
from mainstream 
processes and 
decision-making

• People used as 
middleware 

• Limited and fragmented 
use

18

Transformational Opportunity

Current State 

• Managed in silo’s

• Mostly reactionary

• More projects than programs

• Handled separately from mainstream 
processes and decision-making

• People used as middleware 

• Limited and fragmented use of technology

Future State 

• Enterprise approach

• Integrated GRC 

• Program based approach

• Embedded within mainstream 
processes and decision-making

• Effective use of information 
technology

• Architected solutions 
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Regulation A Regulation B Standard C

A1 A2 A3

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

Discrete
Regulations

& Standards

Discrete
Requirements

Discrete
Controls

& Activities

Siloed
Functions

& Departments

B1 B2 B3

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

C1 C2 C3

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

IT Business

Integration

IT

IT Business

Integration

IT

IT Business

Integration

IT

No Linkage Weak Linkage

Adapted from Deloitte Consulting Graphic
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Full Linkage Strong Linkage

Regulation A Regulation B Standard C

A1 A2 A3

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

Discrete
Regulations

& Standards

Common
Requirements

Common
Controls

& Activities

Integrated
Functions

& Departments

B1 B2 B3

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

C1 C2 C3

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

IT Business

Integration

IT

IT Business

Integration

IT

IT Business

Integration

IT

AB
1

C1 C2

C3 C4

C5 C6

C1 C2

C3 C4

C5 C6

?
Adapted from Deloitte Consulting Graphic



21

-F�>ก�(@;1���<��>

� Major assurance functions currently operate in isolated silos

� +��,38�3�/

Operational Operational 
RiskRisk

EnterpriseEnterprise
RiskRisk

Financial Financial 
ControlsControls

IT IT 
GovernanceGovernance ComplianceCompliance

Internal Internal 
AuditAudit

– Lack of a common 
language for risk and 
control

– No common methodology

– Redundant systems 
and processes

– Poor visibility and 
reporting

GRC  :  IT controls and Understanding
� Classification

e General controls

e Application  controls
� Classification

e Preventive

e Detective

e Corrective
� Classification

e Governance controls

e Management controls

e Technical controls
22
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� IT Policy Compliance Group Research Center 
(http://www.itpolicycompliance.com/research_reports/)

� IT GRC Maturity Model Assessment Tool 
(http://www.itpolicycompliance.com/interactive-tools/maturity-app.asp)

� ITPCG Blog (http://itpcg.wordpress.com/)

� Wikipedia: GRC 
(http://en.wikipedia.org/wiki/Governance%2C_Risk_Management%2C_and_Compli
ance)

23
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Adverse Impact of a Fragmented Approach

Increased 

general 

operating 

expenses

Increased 

cost of 

reconciling 

disparate 

information

Reduced 

margins

Higher 

cost from 

suppliers

Higher 

cost of 

capital

Source:  2007 OCEG Benchmark Series:  GRC Strategy Study



A  PRAGMATIC VIEW OF  jGRCk

E,0J90
� A discrete process, 

technology, or profession

� Organizational department

� A single technology solution

� ERM 

� The solution to all audit, risk 
and compliance problems

J90
� A common discipline to be 

embraced across silos

� Collaboration between 
departments

� Purpose built solutions 
sharing a common framework

� Context for ERM

� Pursuit for improving audit, 
risk and compliance processes25

10 M�r>�
>J>ก�( implement GRC
1. 1(2-�>��>  coordinate GRC functions

2. (0�,
5)1(�/ก��678�()*�(�	2+@2ก((,ก�( 

3. (2�<q
ก�-�(ก#()&,   identify initial opportunities

4. $�Y>��6>q+(�ก�(�(ก#()&,

5. (0��>q/��/+��,#-.&/�  draft a risk policy

6. #()&,1x)���)ก�(��,�6>q+(�ก�(�(ก#()&,

7. 3�3�> vision �	2 �6>q+(�ก�(

8. -(<1>q/��/+��,#-.&/�M
� +@2ก((,ก�(

9. 
><,��)>q/��/+��,#-.&/��	2 q+(�-(8�� GRC

10. #()&,1x)���)ก�(��,�6>q+(�ก�(M�r>-<=38�/
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THE  FIVE POINTS OF  GRC  COLLABORATION

1. Shared context: Organization and process structure

2. Common language of risk and control

3. Common methodology 

4. Enterprise-wide reporting

5. GRC convergence technology

27

1.  SHARED CONTEXT  &  ORGANIZATIONAL STRUCTURE

� The context must reflect the organization and how value is added c
not what is being audited:
e The organization and its key components, relationships and capabilities

e The business processes reflecting how value is added

� All context information is shared. Everyone knows what everyone knows.

28

Organizational Structure
o Business unit
o Legal entity
o Geographic area
o Country 
o Product line
o Service line
o IT assets

Process Hierarchy
o Mega process
o Major Process
o Process
o Sub-process



2. COMMON LANGUAGE OF RISK AND CONTROL

29

� during the 1700�s, European naturalists began collecting thousands of 

specimens of newly discovered species during voyages to Africa, Asia and 

America. This influx of new species led to the systemization of naming 

conventions and methodologies for reporting findings. Without standard 

naming conventions or scientific methodologies, scientists from different 

disciplines would have no way of sharing discoveries and compiling 

knowledge.

p during the early 20th century, 
assurance specialists identified thousands of (SOX and other) risks, 
controls, issues and action plans �

Charles Darwin

3. COMMON METHODOLOGY

Common methodology exists when silos share each others 
work and build on it

� Defining, rating and reviewing the risk and control framework of
an organization is consistent not only within a particular 
assessment group but also across groups.

� Assurance groups are not duplicating

� Process owners are not inappropriately burdened by multiple or 
even conflicting directives from the various assurance groups or
their senior management.

30



4.  ENTERPRISE WIDE REPORTING

� Compare trends across the 
organization over time

� Compare business units at a 
point in time

� Compare one company to 
another 

� Improve ERM scores by rating 
agencies e lower costs

� Fewer crises, more stability, 
higher multiples

31
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5. GRC TECHNOLOGY



� Effectively blend the Compliance function with the various business functions across the 
organization to create efficiencies by:

e Knocking down the walls between departments and minimizing cross functional boundaries to reveal that 
governance-related functions touch all business areas

e Encouraging business managers to realize a collective responsibility for Compliance requirements

ComplianceCompliance

OperaOpera--tional tional 
RiskRisk

EnterpriseEnterprise
RiskRisk

Financial Financial 
ControlsControls

IT GovernanceIT Governance Internal AuditInternal Audit

33
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� $������  GRC  ���#ก�����
e J*8	Gก#9)��)#+(�2*;  Analytical

e J*8ก�8��
/0��-(8��-((+;  Creative

e J>5�$(�,3�r�(2��  Systematic

e J*8+(��>��+��,   Integrative
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Fraud on the Rise 


Societe Generale lost €S.3B as 
Jerome Kerviel went rogue 

B. Ramalinga Raju reveals 
falsifying $1 B Corp. account 

Siemens agrees to pay $1.3B 
in bribery settlement 

Fannie Mae IT contractor 
indicted for planting malware 

Call for Increased Regulatory Scrutiny 


AMERICAS 
HIPAA 
FDA CFR 21 Part 11 
OMB Circular A-123 
SEC and 000 Records 
Retention 
USA PATRIOT Act 
Gramm-leach-BUley Act 
Federal Sentencing Guidelines 
I-n,'...,,,,n Corrupt Practices Act 

Market Instruments 52 (Canada) 

EU Directives 

UK Companies law 

Restriction of Hazardous 

Substances (ROHSIWEE) 


GLOBAL 
International Accounting Standards 
Basel II (Global Banking) 
OECD Guidelines on Corporate 
Governance 

APAC 
C-SOX, K-SOX, C49 

ClERP 9: Audit Reform and 
Corporate Disclosure Act 
(Australia) 
Stock Exchange of Thailand 
Code on Corporate 
Governance 



But a brief explanation of terms: 

II Governance 
a based on and understandably formulated 

objectives and instructions. Important are compliance 
thus across all sectors levels, 

veltical governance. 

II Risk Management 
The sum of all measures for dealing with known and unknown internal and 
risks. This includes the establishment of early systems to identify risks as 
well as measures to eliminate potential risks and to deal with occurred 

II Compliance 

to fulfillment, or conformity with state laws with 
specifications, with principles (ethical and moral) and procedures as well 
standards ISO) conventions defined. 

fulfilled by means of by law) and/or 
to standards). 

Assess Risk Treat Risk 

A governance, risk, and compliance operating model 



Enterprise Risk Policy and Appetite 

Policy establishes : 

Common goal of 

zation's risks . 

Strategic G RC Framework 


Risk 
precaution 

Model 

Object 
Model 

Ownership 
Resources 

Typification of 
ob ·ect stores 

BusinessKPI Model 
ComplianceKPI Rules Model Refinement 

context 

Overall policy and risk 
appetite set by board and 
executive management. 

Each risk and control func
tion continues to execute 
its unique role as part of a 
fully integrated effort with 
a common goal to manage 
the organization's risks. 

Functions identify and 
leverage common pro
cesses, technologies, 
and knowledge. 

Value Creation and Preservation 

t 


Risk Assessment 

Emerging Risk Identification 

Risk/Control Monitoring (Key Risk Indicators) 

Role of each function. 

managing the organi

• 	Risk framework. 
• 	Expectation of work

ing relationships and 
knowledge sharing. 

I!J Copyright 2009 by Mark l. Frigo and Richard /. Anderson 

Figure. 1: Integrated business model without "information islands" 



Setting objectives, tone. 
pOlicies, risk appetite . ....» and accountabilities. 
Monitoring periormance . 

...»Identifying and assessing 
risks that may affect the 
ability to achieve 
objectives and 
determining risk response 
strategies and control 
activities . 

....}> Operating in accordance 
with objectives and 
ensuring adherence to 
laws and regulations, 
internal policies and 
procedures, and 
stakeholder commitments. 

Source ' Pr;cew~terhouseCoopers 

Integrating governance, risk, and compliance 

2 
Sustainable .... 

fl1UmUl.:J (ERM) 

o 
o 

o 11/1 3. 
o Q.I Q odd

m';il.J~'Hl';i fH'Hlln1.J ~AI" nilm';i 'YI YI 

IT Governance (Corporate Governance) (COSO) 

n 
4 

m';iV1 ';i 1il,H1UflltJ1'W 

(RBIA) 

I 

1 

",ill 5 



COBIT 

" 	 " 

:W1 ~J'~1'W COB IT btl'W~'l bb'W'J ;:;)l?ibb'6'l:::bb'W'J'Vl1'.:Jn1J'iJnu~ (Framework) bYh:Jn1J'~'JU ~:WJl1tJ1'WYi~ 
~ 	 ~ q 

~1'Wb'Vl ~b'Wb'6'l~~1V1t'U1J'l An J'1111'l 1 ~"'l:::H~1'l~'l ~'lbb'W'J'Vl1'l n1J'iJD~~~ (Best Practice) ~'l 

'6'l1:W1n1~11iJiJt'uH1~'W'Vln1J'l AnJ'~1V1t'un"'lnJ'J':W~ b~tJ'J-n1J'lnu b'Vl ~b'W b'6'l~'6'l1J''6'l'Wb'Vl P\ bl?itJ 
q 

Process '6'l1:W1n1bbU'l1~btl'W4 nJ':::U'J'Wn1J'V1~n (Domain) 1~bbri 

• 	 n1J''J1'lbbt:.J'Wbb'6'l:::n1J'~I?in1J'1J'lAnJ' (PO : Planning and Organization) 

" 
• n1J'~1?iV11bb'6'l:::~I?il9l'l (AI: Acqu isition and Implementation) 

• n1J'~'l:W1JUbb'6'l:::U1J''lt'n~1 (OS : Delivery and Support) 
q 

• n1J'~1?i~1:Wt:.J'6'l (M : Monitoring) 

~'JU~:WV1~n (High-level Control Objectives) J''J:W~'l 34 oX'J-n1J bb'6'l:::1'Wbbl11'6'l:::oX'J-n1J"'l::: 

" , 
iJ J':::n1JU ~'JtJ1'~ ~iJ J':::'6'l'l A"lJ1J'l n1 J'~'JU ~:wt.J1JtJ'6'l'l1iJ~ n-n'WV1tj'l (Deta i led Control Objectives) 

" J''J:W~'l 318 oX'J-n1Jt.J1JtJ 'V'l~1J:W~'lbb'W'J'Vl1'ln1J'~J''J'''l'6'l1JU (Audit Guidelines) ~1V1t'Ubbl11'6'l:::oX'J-n1J 
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M 1 monilor the peocesses 
M2 assess internal control adequacy 

M3 obtain independent assurance 
M4 provide for Independent audit 

! 
INFORMATION 

MONITORING 

DELIVERY & 

SUPPORT 

OSl define and manage service levels 
OS2 manage third-party services 
OS3 manage performance and capacity 
os. ensure continuous service 
OSS ensure systems security 
OS6 identify and allocate costs 
OS? educate and train users 

0S8 assist and advise customers 

OS9 manage the configuration 
OSlO manage Problems and incidents 

OS" manage data 

OS12 manage facilit ies 
OS13 manage operations 

• effectiveness 

• efficiency 

• confidentiality 

• Integrity 

• availability 

• compliance 

• reliability 

IT RESOURCES 

• people 

• application systems 

• technology 

• facilities 

• data 

POl define a strategiC IT plan 
P02 define the information architecture 
P03 determine technological direction 
P04 define the IT organisation and relationships 
POS manage the IT investment 
P06 communicate management aims and direction 
PO? manage human resources 
poa ensure compliance with external requirements 
P09 assess risks 
PO 10 manage projects 
POll manage Quality 

PLANNING & 


ORGAN ISATION 


ACQUISITION & 

.----_________---L__~IMPLEMENTATION 

All identify automated solutions 
AI2 acquire and maintain application software 
AI3 acquire and maintain technology infrastructure 
AI4 develop and maintain procedures 

AIS install and accredit systems 
AI6 manage changes 

.,j 
'Vll-J1 wwvv.isaca.org, www.itgi.org 

http:www.itgi.org
http:wwvv.isaca.org
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til -

m~~¥1'1 Best Practices ~1V1hJm:::u'J'j,.ln1~"lI!l'l IT SeNice Delivery Wc'l::: Support bbl1ihJ1~ 

dJ'Wm~n1V1'W~ Framework "lI!l'l m~f1'Juf1~1 'Wbb 'W'J n~1'1 ITI L ~'W'"l:::lJ'IhJ'Vl1'1 mn~'W!l';'j~m~ 
1'WmnJlju'1i ul1iiJ"lI!lUb"llI1l'l1'WbY1tJ'Ibbrl IT seNice Management bb'fl:::iJf1'J1~~n1'W~1tJ'fl:::b~tJ~ 

"lI1fl'l m:::U'J'Wm~Yi1'11'W ~'1iJtJl1lr:ltl~:::~'1 A~'"l:::1 iX'Vl1'1 ~1m:::UU~1~~'Wb'Vl ~ bb'fl::: SeNice• 

Management b1J'W~ti11tlH' ~'11J1~~bbtJ'Im:::U'J'Wmn'Vlf1t'Wt'fl~~1~~'Wb'Vl~ ~'1e 
• 	 Security Management b1J'Wm~u1V11~ IT t~tJm~~~1'1-iilfln1V1'W~ 11l~'J'"l~!lUt:.J'fl bb'fl::: 

• 	 Change Management ~Ifl mm1V11~mntl~tJ'Wbbtl'fl'lb~!lri!l1iXbn~f1'J1~b~IflJ'W1'W 

IT "lI!l'lIfl'l Am ~'1iJ m~1o/.i~m~tllju'1i bb'fl:::m:::u'J'Wm~~iJ~111l~~1'Wb~Ifl~'"l:::~~ m~ 

numntl~tJ'Wbbtl'fl'l"llIfl'l~1l1~ bb'J ~~!l~"lIIfl'l~:::UUU'W Production b~!l~'"l:::'fl ~ 

t:.J'fl m:::'Vl U'"l 1 nuruVl1 btilfl'l'"l1 n mntl~tJ'Wbbtl'fl'l b~lfl~!9J-J'W1 f1ru1l1~"lIIfl'lu1m~ 
~ . 



J':;UU'l1'WI;11'l1 1Jf b(;1t1 ~~ ~'W'"l1 n n1J''d 1'l bb(:.J'Wb~tl~1J':;UUeJtl nH' b(;J1t1~ btl n~1J'"lI tl'l 

J':;UU b(:.J tlbbyd bbfl:;n1 J'~(;1tlUJ'~1~bbrlfl n ~1 b~tl1~ btl (;1 f1'd1 ~~'W1'"l1'WJ':;uu b'Vl f1 b'Wbfl~ 
" , " 

"" ov '" ~1 J'~ 'Wb'Vl M'VlYHYJ·J'W1"l1'W 

• 	 Incident Management V11'El~tlnrh Help Desk V11'El Service Desk dJ'Wm:;u'd'Wn1J' 

bbm"lIJ':;uu 1 ~~1~1Hl n~u~1H''l1 'W1Jf1J n tl ~'l'"l:; bbm"ll n!?ltl bntliJ n1 J'bb~'lif 'ldVl1'"l1 n 

fl n ~1 V11'ElWo-n'l1'W b(;1t1 IT '"l:;~'El'l~(;1n1mm"llif ruVl1~ btl (;1;'W~'l nl1h'd 1 ~b~~'"li'Wb~'d
" " 	 ~ 

J':;tI:;m'd 

• 	 Service-Level Management ~'Eln1J'u1-V11J'n1J'1~u1-n1n:;UUb'Vl f1 b'Wbfl~~1J'~'Wb'Vl M 

'Elth'l bVl~1 :;~~ bbfl:;b1J'W11J (;J1~ f1'd1~ ~'El'l n1J'"lI'El'l fl n ~1 V11'El~~iJ ',h'Wb~tI'd-ir'El'l1'W 
" " 

J':;UUJf1'W!?l1'l1 b(;1t1 IT ~1~1n11~~1~'W1'Wn1J'~1 bU'W'l1'Wb~'Eln1J'u1-n1J'~iJ~ntlJl1~ 

bbrlfln~11Jf 
" 

• Configuration Management b'u'Wm:;U'd'Wn1J'"lI 'El'l n1J''d 1'l bb(:.J'Wb~ 'ElJ''El'lfu n1 J'U1V11 J' 

n1 J'b1J~tI'Wbb1Jfl'l ~'l'"l:; b1J'Wn1 J'rl 1 V1'W (;1 m Uf1~ bbfl:;(;JJ''d'"l~tlU f1'd1~ bln ~'El'l"ll'El'l 
q 	 " 




