Security

Security & Integrity
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L59NARNNAITUNNLINL Security

Legal

Physical Controls

Policy Questions
Operational Problems
Hardware Controls
Operating System Security

Database

s21UUTN AN AaANgu8Y DBMS

» Discretionary - Given user will have different access rights

(privileges, authorities)

+ Mandatory - Each data object is tagged with a certain

classification




Discretionary

CREATE VIEW EX1 AS
SELECT S.S#, S.SNAME, S.CITY
FROM S;

GRANT SELECT ON EX1 TO Jacques, Anne;

Discretionary

CREATE VIEW EX2 AS
SELECT S.S#, S.SNAME, S.STATUS, S.CITY
FROM S;
WHERE S.CITY = ‘Paris’;

GRANT SELECT, INSERT, UPDATE (SNAME,
STATUS) ON EX2 TO Dan, Misha

Privileges

- SYSTEM Privileges: @visngldaansanszvhmslussiv
database 1% create, drop, alter TABLES viga VIEWS

- OBJECT Privileges: @8V [9an3nsanssynnslussai object
LT retrieve, insert, update ,delete f@yaﬁ@g"lu table %78

views

Audit Trails

It is important not to assume that the security system is
perfect.




Audit Trails

The audit trail might contain the following information:
* Request (source text)

+ terminal from which the operation was invoked

» user who invoked the operation

+ date and time of the operation

» base relation(s), tuple(s), and attribute(s) affected

+ old values

* new values

Mandatory Access Control

- wsnezhazlanuguiayantayarautneady (static) uas N
Tnseasrailuszalidmay (Faaehe Tagamamsmnaisa
§19M19)

UANMG Mandatory Access Control

» Each data object has a classification level (e.g. top
secret, secret, confidential, etc.)

» Each user has a clearance level (with the same
possibilities as for the classification levels)

» The levels are assumed to form a strict ordering (e.g.,
top secret > secret > confidential)

NHUBNMFINEIANNLABANE YD
Mandatory Access Control

» User ican see object jonly if the clearance level of i
is greater than or equal to the classification level of j

» User i can modify object jonly if the clearance level
of /is equal to the classification level of j




Data Encryption (mmi”wﬁm’i’@yzv)
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2615789 data encryption

The original (unencrypted) data is called the plaintext.
The plaintext is encrypted by subjecting it to an
encryption algorithm, whose inputs are the plaintext
and an encryption key; the output from this
algorithm is called the ciphertext.

FIBENNANNTS Encrypt 2BYA

+ Plain text: AS KINGFISHERS CATCH FIRE
» Encryption key: ELIOT

947 1 WL plaintext udaw g TiiAauenavh encryption key

AS+KlI NGFIS HERS+ CATCH +FIRE

(LATENUNIE + VANETNTRNI)

FIBENNTANNTS Encrypt ZaYA

9147 2 UVIWAN plaintext AIgIFATAN 00-26 Tagl 00 s
FNINA =01, ..., Z=26

AS+KlI NGFIS HERS+ CATCH +FIRE

:

0119001109 1407060919 0805181900 0301200308 0006091805




FIIBENNBNNTS Encrypt TBYA FIIBENNTBNNTS Encrypt TaYA

9047 3 ¥SNNGT 2. #1951 Encryption key 9147 4 15161 plaintext 4AZ A1 encryption key AlANILATL N
vanleuaangiiy 27 Wildiauinnu 27
ELIOT
0119001109 1407060919 0805181900 0301200308 0006091805
j' 0512091520 0512091520 0512091520 0512091520 0512091520
0604092602 1919152412 1317000720 0813021801 0518180625
0512091520
-4 1 |74 P . .
FIIBENNURNNNT Encrypt ZayA Classifications of Data Encryption
4T 5 UNUAAARITANA LT Us BT . Substitution - [MsuNuA" AesIBEITIUERS

- Permutation - ldmsaaLsumiNTaITaYA
0604092602 1919152412 1317000720 0813021801 0518180625

:

FDIZzB SSOXL MQ+GT HMBRA ERRFY




SQL Support

. ﬂ@@ﬁ’u SQL standard ﬂﬁ’uﬂyu discretionary access control
i
- meadLayureN SQL gy
~ View mechanism titeteutayavidrAzy

— Authorization subsystem ifflumsrvun@visuazdesiadvalvigay

What Are Views For?

Restructuring

They allow the same data to be seen by different
users in different ways at the same time

They provide a shorthand or “macro” capability
Automatic security is provided for hidden data

Security in Oracle

* No subversion

» Create View

Direct privileges

Role privileges
Authentication mechanism
* Resource limits

Audit trail




